Server-side Web Development
and Programming

Lecture 7:
Input Validation and
Error Handling

Form Validation

» Detecting user error
— Invalid form information
— Inconsistencies of forms to other entities
 Enter ID not in database, etc.
» Correcting user error
— Providing information or how to correct error
— Reducing user memory load

. Preventing user error
— Good instructions
— Field types/values that prevent error

— Error tolerance
» Example: Accepting phone numbers in multiple formats

What to Validate

» Required fields have input
— Text inputs non-empty

» Trim method useful to remove leading, training spaces
String name =
(request.getParameter(“name”)).trim(Q);
it (name.equals()) { ..

— Radio button groups and lists have selection where
required

Processor

 Celeron D
" Pentum IV
 Pentium D

Error Prevention

° Te” user What iS Enter Your Information

requlred, Optlonal Mumberto purchase: [ *
Your name: l—x
Your Phone: l—x
Your Email (optional)

Crntienre |

» Set default values where appropriate

— CHECKED attribute for radio buttons e rssmim e e
<input type=“radio” name=“Processor” Address [€) hpflacahostatat widgetsie/
value="Celeron D CHECKED/> U S

— SELECTED attribute for lists € Coleron Dy |~ Monior

<option value=*“camera” SELECTED/> C Pensin TV (RS
CPentim D {geamner

PURCHASE




Validating Numeric Inputs

L e e TPYI0CINASTIUELY WYItge

* What if user enters non-numeric value?  Euter Your Information

Tumber to purchase: [five]

— String quantity = request.getParameter(‘'quantity');
— int quantityNumber = Integer.parselnt(quantity);

— Cannot parse “five”

+ Exception thrown in Java

“five”

Validate class
processRequest method

Integer class class

NumberFormatException
parselntt method

thrown

Validating Numeric Inputs

* Unhandled exceptions
cause error screen

* Must handle with try/catch block

try {
code which might cause exception

} Jump here if
_ _ exception
Skip it no catch (ExceptionType variable) {
exception code to handle exception
; L
L ,code after block Usually forward to

error page

Validating Numeric Inputs

int cuantitvyNunber a:
try |
quantityMNurber = Integer.parselznt{quantity):
i
catch [NumberFormatException ex) |

url = "/error.jsp":

Numeric Error Prevention

« Avoid direct numeric input if possible | s e 5 FEE
. . 2008
» Provide dropdowns that list values i)
if possible i
o013
o014
o015
o016
» Can use JSP to automate o o
— Use loop to generate values I B [
&2 =] = — B g
26 <select name="Expiration¥Year":
27 <% for (int wear = Z008; wear <= Z013; wear++) { %=
28 <option wvalue="<%= wyeari:>"><%= year %></option>
29 <% F o5

30 </ select>
31




Validating Input

Is numeric input valid?
— Negative quantity should be detected | WELA L AT s ] *

— What about quantity of 0? | Momber to purchase: [T
i i i MHumber: ||
Is combination of choices legal? Espiration Dace: [8 7] [2008 =]
Is format of input legal? Payment Information
— Credit card number 16 digits Mumiber. [ToE07000T55
LTS N =g | T |

— Phone number in correct format
Your Phone: |(555)-123-45678 *

Error Prevention

o Tell user if format or other rules apply

Enter Your Information

Mumber to purchase: I
{at least 13

Tour name: I *

Tour Phone: I
(in format soo-or-oo)

Regular Expressions

Tool for verifying an input string is in a given format
— Easier than parsing it yourself!

Examples:

— Credit card contains 16 digits

— Phone number in form (3 digits) 3 digits — 4 digts

— Email in form characters@characters.characters

Note that correct format = legal
— Nonexistent phone number, etc.
— Will need to verify against database

Regular Expressions

Key idea:

Wildcard characters match characters of a certain type

. Matches any character

\\d Matches any digit 0-9

\\D Matches any non-digit

\\w Matches “word” character a-z, A-Z, 0-9

\\W Matches any non-“word” character

\\s Matches any “space” character (, tab, return)
\\S Matches any non-“space” character

— Note: the extra “\" in front is required by Java




Regular Expressions

* Quantifiers give number of times a character must
appear

* Any number of times (including 0)

+ At least once

{number} |Exactly number times

» Examples:
— Credit card number: \\d{16}
— Phone number: \\d{3}-\\d{3}-\\d{4}
— Email address: \\w+@\\w+(\ . \\w+)*

Regular Expressions

* Java syntax:
— Create Pattern object from regular expression

— Create Matcher object using matcher method of Pattern and the
actual input to match with

— Use matches method of the Matcher object to determine whether
match exists

Pattern patternObject =
Pattern.compile(“regular expression');

Matcher matcherObject =
patternObject.matcher(string to match with);

if (ImatcherObject.matches()) {
code to handle failed match

}

L)
44
45
46
47
45
49
50
51
5E
53
54
55

Regular Expressions

Pattern creditCardPattern = Pattern.compile("\\di{l6:"):

Matcher creditCardMatcher = creditCardPattern.mwatcher (creditCardNunber) ;

if [lecreditCardMatcher.matches ()] {
System. out.println ("Credit card error™):
url = "ferror.jsp":
i
Pattern phonePattern = Pattern.compile("WyWoais:-YWiadi{3:-di4rmy;
Matcher phoneMatcher = phonePattern.matcher (phone)
if [!phoneMatcher.matches()) {
System. out.println ("Fhone error™):
url = "ferror.jsp":

Error Tolerance

» Should not reject based on format if any chance input
valid
— Example: other legal phone numbers
» 555-555-5555
* (555) 555-5555
» 555.555.5555
» Choose most tolerant pattern to prevent false rejection
— “A phone number is 10 digits separated by any number of non-
digits”
— Pattern: (\\d\\D*){10

digit Any number 10 times
of non-digits




Calendar Dates in Java

» Construct a new GregorianCalendar object
— Contains information about current date when created
— Must import java.util.* library
* Use get(Calendar.fieldname) method to get

component of that date
— Field names = YEAR, MONTH, etc.

— Returns an integer

GregorianCalendar calendar = new GregorianCalendar () :
int yearNow = calendar.get (Calendar.YEAR) ;
int monthlow = calendar.get (Calendar.MONTH) ;

Calendar Dates in Java

« Can use to validate things about dates entered by user

if (Integer.parselnt(creditCard¥ear) == yearMNow ££
Integer. parselint (creditCardMonth) < wonthNow)
request.secittribute ("cardbateError™, "Your card has expired!™):
url = "/information.jsp":

¥

« Caution:

— Date for user may be different from server
¢ Inaccurate clocks
« International date boundary

— Safest to only use for month, year.

Error Messages

» Give user information necessary to correct error
— Bad: “Invalid quantity”
— Good: “Quantity must be a numeric value greater than zero”

— Better: “You must give a quantity” or
“Quantity must be a number” or
“Quantity must be at least 1”

Depending on the specific problem

Error Pages

e Put error message next to source of error
— Allows user to see where correction is needed
» Echo back inputs user provided
— User can see error they made
— No need to reenter correct values
— Goal: reduced memory load

errors

BACK Error page lists

Data entry page errors

User will have forgotten what
errors were listed!




Error Pages

4 Information Form - Microsoft Intemet Expl.

Eile Edit View Fgeortes Took Help i
ek = () - (%] (2] 3| S sench - Fovartes
Address [&) hnp itocamost 100MidgatSaes = Bee

4 Information Form - Microsoft Internal Explorer
Eile Edit Yew Fgwomes Tools Halp
(QBack = () - x| 2] | ) semch cPmomes £2) 0 D [H- J[E)

Agidress [i] hmp focaihast BI0MdgetSite/placeOidar jip7quarity=huskcustomariamesFradl %] E]

Enter Your Information

Hignber to purchase
e »

{at least 1)

Tour name [Frod -

Your Emad [frodGranlock {eptional)

Humber [12341234123017345

Credst Informaton

Enter Your Information

Humber to purchase:
(f'”,‘,. M ® Please enter a nuenber for quantity
Yourname: [Fred  *
Your Phene: F=mmres
(in format 1o0c-100e-1000) Feeasees = Yeumast enter a 10-digt phone sumber

Your Empil F:e difacinck (Ephonal)

Humber 123012301 230127345 Creds card number must be 16 digies

Credit Information

Exprrancn Date: |5 =] | 2013 = Expiration Daze: [2 =] [213 =

Processor  Accesseries Processar Accoscaries

€ Coleron D 17 Maniter & Ceberon D ¥ Moritor

© Peatun IV (5 € Peatuzn IV

# Dentivn D m # Destiven I Frintar

Configure — Canfigure

—— E —
2] Dore % Local intrenot v £] Done o Local invanet

Echoing Values in Text Input

* Get value from request
* Use to set VALUE attribute of text element

<%
String customerName =

request.getParameter (“customerName™) ;
%>

Name: <input type “text”
name = ‘“‘customerName”;
value = “<%= customerName %>’

Echoing Values in Checkboxes

» Determine whether checked on requesting page by

comparing to null

* If so, insert CHECKED into the tag

<%
String monitor

request._getParameter(“monitor”);

%>

<input type = “checkbox”
name = “monitor”
<% if (monitor != null) { %> checked <% } %>

>Monitor

Echoing Values in Radio Buttons

» Determine if checked on requesting page by comparing to its value
— May need to check whether null to prevent error
— Set value to “” or some default value

» |If so, insert CHECKED into the tag

<% String processor = request.getParameter(“processor™);
if (processor == null) processor = “Celeron D”; %>

<input type = “radio” name = “processor” value = “Celeron D”
<% 1f (processor.equals(“Celeron D) { %> checked <% } %>
>Celeron D

<input type = “radio” name = “processor” value = “Pentium IV”
<% if (processor.equals(“Pentium 1V’) { %> checked <% } %>
>Pentium IV

<input type = “radio” name = “processor” value = “Pentium D”

<% i1f (processor.equals(“Pentium D) { %> checked <% } %>
>Pentium D




Echoing Values in Lists

« Determine if option selected on requesting page by comparing to its
value
— May need to check whether null to prevent error
e If so, insert SELECTED into the OPTION tag

<% String cardYear = request.getParameter(“ExpirationYear™);
if (cardYear == null) cardYear = “2008” %>

<select name = “ExpirationYear”>
<% for (int year = 2008; year < 2018; year++ %>
<option value = “<%= year %>”
<% if (cardYear.equals(year)) %> selected <% } %>
><Wp= year %>
<% ¥} %>
</select>

Echoing Values in Multiple Lists

« Must use getParameterValues to get array of options selected

« For each option, must search array to find whether its value is in the
array

e Much easier if create simple search function first

<h!
public boolean find(String[] list, String target) {
if (list == null) {return false;}
for (int i = 0; i < list.length; i++) {
if (target.equals(list[i])) {return true;}
}

return false;

}

%>

Note: syntax of creating function in JSP

Echoing Values in Multiple Lists

Call the find function within each option in list
— If returns true, insert SELECTED (will highlight all selected)

<select name="peripherals" size="3" multiple>

<option value="Camera"
<% if (Ffind(peripherals, "Camera"™)) { %> SELECTED <% } %>
>Camera
<option value="Printer"
<% if (Find(peripherals, "Printer™)) { %> SELECTED <% } %>
>Printer
<option value="Scanner"
<% if (find(peripherals, "Scanner')) { %> SELECTED <% } %>
>Scanner
</select>

Displaying Error Messages

» Bad approach:
Force JSP to repeat validation done in servlet to determine which
messages to display

e Better approach:
Once servlet detects error, it creates error message and passes to
JSP as attribute

Servlet JSP

B —

request Detects invalid request Extracts “Quantity must
Quantity in request be number” message
from request attribute
Adds “Quantity must be
number” message to Displays message next
request as attribute to quantity input field

Mumber to purchase Humber to purchase i
[fred *
(ot least 1) fred| &® —> (at least 1) re Please enter a number for quantity




Creating Error Messages in Servlet

e if (error condition) {
request.setAttribute(errorAttributeName,
message to display);

String nste = (request.getParsmeter ("customerlsam=")) Jtrim ) ;
String email = (regquest.getParameter ("customerEmsil™) ) crimi)
String phone = (redquest.getParameter ("customerFPhone™) ). crimi()
String gquantity = (request.getParameter ("quantcity™)) . .trim();
String creditCardWurber = (request.getParawmeter ("cardiudkber ™)) cedimi) ;
String creditCard¥ear = (reguest.getParameter ("Expiration¥ear™))..trimi();
String credicCardMonth = (request.getParameter ("ExpirationMonth™)) . trim
if (neme.equals("")) {

url = "/error.jsp":

request.getittribute ("nameError™, "Tou must enter a hame'):

Creating Error Messages in Servlets

» Can use several conditions to create detailed messages

int guantityNumber = 0O;
if {guantity.equals("")] {
url = "ferror.jsp":
request.setittribute ("quantityError®”, "You must enter a quanticy™);
}
else |

try {
gquantityNumwber = Integer.parselntquantitcy);
if [(guantityMNumber < 1)
regquest.setittribute ("quantityError®, "Quantity must be at least 1M):
i
}
catch (NuberFormatException ex) {
reguest.secthittribute ("quantityError®™, "FPlease enter a number for guantitcy™);
url = "/ferror.jsp":

Displaying Error Messages in JSP

* Get attribute value from request
 If no error, will have value NULL
— Set value to empty string to avoid strange output

» Display the value next to the appropriate field

<% String errorAttributevValue =
(String)request.getAttribute(“errorAttributeName™);

it (errorAttributevalue == null)
errorAttributeValue =

“n; %>

<somelnputField .> <%= errorAttributevalue>

Message describing error
(or nothing if no error)

Field where error occurred

41
4z
43

44
At

94
a5
L)
a7
a5

100
101

Displaying Error Messages in JSP

String gquantity = reguest.getParameter ("gquantity™);

if j(guantity == null)] gquantity = "i7:

String guantityError = (String)request.getlttribute"guantityError ™) ;
if jguantityError == null) gquantityError = "";
<tr

<td align="right">*Nwder to purchase:
<hr/r(at least 1)</ /tds>
<t
<input type="text" name="guantity” walue="<%= gquantity %>">* Enhsp;&nbsg
<%= guantitvyError %>
</ tdx
</tE>

Humber to purchase:

. .
(at least 1) Ifl’Ed Flease enter a mumber for quantity




Single Input/Error Page

* Bad design: Having separate pages to get initial input,
echo back for errors
— Changes to form have to be made to both pages

» Better design: single page for both

Single Input/Error Page

« |If first time page called, must insert default values instead of
previous values
— Check whether previous value null

<% FieldValue = request.getParameter(“fieldName™);
if (fieldvalue == null) fieldvalue = defaultValue;

%>
JSP request Servlet
No errors - -
Form elements Validates form <input type=“text” name=“fieldname”
value= “<%= fieldvalue %> >
Displays error messages errors Calls JSP again if errors,
if any found by servlet passing error messages
41 String gquantity = request.getParameter ("gquantity™);
42 if (guantity == null) quantity = 717
43 String gquantityError = (String)recquest.getAttribute ("guancityErrorT)
44 if (guantityError == null) guantityError = "'"; -
L Last Resort Error Handling
c) 46 String name = recquest.getParameter ("customerllzme");
47 if (name == null) name = "7
m 48 String nameError = [(String)regquest.getltcribute ("nameError™)
43 if (nameError == null) nameError = "';
N 50 » User should never see Tomcat-generated error page!
51 String phone = recquest.getParameter ("customerFhons="); . . . .
ES o A (EhGDE o= S pheme o o7 — Reduces confidence in your entire site
53 String phoneError = (String)reguest.getliocribute ("phonefrror™) . .
— s it (ohonePrror oo mull] whomeErrer - 1t — Confuses user (did they do something wrong?)
— 55 ail
m 56 String email = reguest.getParameter ("customerEmail™) -~ -]
b 57 if (email == null) emwsil = "7 “om - . e e
5 fApache Tomcat/d.0.1 - HTTP Status 500 - Internal Server Error_Ji
3 5a String cardiNumber = regquest.getParameter ("cardiwdier™)
Q 60 if (cardiuwber == null) cardiumber = "";
Bl String cardiumberError = (3tring)request.getittribute ("cardiiunberError’™) :
C 62 if (cardfunberError == null) cardNurkberError = "7:
— &3
G) 6 String month3elected = request.getParameter ("ExpirationMonth™) ; ol - Micresait kiteal Explobar
65 if (month3elected == null) wonthSelected = "1"; 3
E) BE String year3elected = request.getParameter ("Expirationyear™) =L *‘::J'( -_ " ‘ ”' _'“’" . s 3| e
67 if (yearZelected == null) weardelected = "20027; = =
c 63 String cardbateError = (String)request.getittribute ["cardbarefrror’); Apache Tomcat/4.0.1 - HTTP Status 404 - /somepage.
- — &3 if (cardbateError == null) cardDateError = "";
U) 70 | 72 s
71 String processor = redquest.getParameter ("processor™) T
72 if (processor == null) processor = "Celeron DY | = |
73 String processorError = (3tring)reguest.getdttribute("processorforor™); IwJDﬂ- R T =
74 if (processorError == null) processorError = "":




Last Resort Error Handling

» “Last Resort” error page
— Called if unhandled error

— Should contain:

« Identifiable company logo and
design so the user can be sure
that they are still on your site

» Main navigation bar which offers
the user a way to try something
else

FEile  Edit iew Favorites Tools Help | a'J'

OEack bl <> I lj g _;‘J‘/"’Sear:h

Address I@ hnp:mocalhost:EUBUfW\dgelSlj B Go

Page Unavailable
We are sorry -- this page is currently unavailable
Link to home page here

Iain nawigation bar here

Email to webmaster here

@’7‘ | | | “_-j Local intranet 4

» Areassuring message telling this
is not user’s fault

* Alink to email the webmaster to
inform them of the problem

Default Error Pages

» Can specify default page for:

— Unhandled exceptions
(such as NumberFormatExceptions)

— Missing pages and other server-related errors
* Done in web.xml file
— Error pages under pages tab

Error Pages

Etrar Page Location Error Code Exception Type
LI'LastResort.htmI java.lang,Exception
[LastResart. ikl 404

Add... Edlits HEmEyE

E*3 ISP Property Groups

Default Exception Handling

» Specify page to jump to and type of exception

Error Pages

Error PageLocation Error Code Exception Type
ll'LastResort.htmI 4 java.lang.Exception
[LastResort.html 404

Add... | Edliti v | Hemaye |

E"3 ISP Property Groups

— Must use full name of class (including library.package.classname)
— Can use base class java. lang.Exception to catch everything

« If this type of exception occurs and is not handled inside a
try/catch, jump to this page

Handling Missing Pages

» Unavoidable in complex web sites with multiple developers
» Causes error code 404

» Specify page to jump to and error code

Error Pages

Error Page JAcation rror Code Exception Type
ll'LastResort.htmI / java.lang,Exception
[LastResort.html * 404

Add... Edit Hemoye I

£ ISP Property Groups

« |If this error code occurs within, jump to this page




